EXERCISE-IN-A-BOX 15.06.02

INVESTIGATE EVIDENCE #1
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CALL OrF ALIeNS \

KingAndrew001 We need to turn right then ambush the aliens from behind
KingAndrew001 DO NOT turn left otherwise you'll shoot me
JellyShelly Got it captain

Gamer_Gary23 0Oh no..IthinkIturned left

< KingAndrew001 has been eliminated from the game »
Tony-The-Lightning-Boy YOU SHOT ANDREW!!! HAHAHA
JellyShelly You killed our team captain, you idiot!
KingAndrew001 ARE YOU KIDDING ME?!?!
Gamer_Gary23 Sorry!l Honest mistake, Andrew
KingAndrew0O01 I justtold you to turn RIGHT.
KingAndrew001 ARE YOU STUPID?

Gamer_Gary23 IsaidIwas sorry!

KingAndrew001 You're going to pay for this.

< KingAndrew001 has logged off >

/

1. Why do you think Andrew has reacted this way? Do you think he has a right to be angry?

2. What do you think the last line that Andrew said means? How would you feel if you
were Gary?
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ANDREW: I can’t believe he killed me off in the
game Shelly!

SHELLY: Gary is so bad at Call of Aliens, he
shouldn’t even be allowed to play.

Call Transcript

ANDREW: I really want to punish him in some
way..

SHELLY: How?

ANDREW: I don’t know, like maybe call his phone
1000 times until his phone breaks. Or better
yet, get a bunch of random strangers to show up
at his house to scare him.

SHELLY: How are you going to get random
strangers to do that?

ANDREW: Come on.. I have 3,045 followers on
Switch. I'm sure I can think of something!
SHELLY: This sounds scary, Andrew. Just relax!
It's just a game, why are you so angry at Gary?
ANDREW: No, Shelly. I will not relax! I’'m not
letting this go.

SHELLY: Okay, just leave me out of it. I don’t
want to get in trouble.

/

1. How can you describe the emotion Andrew is feeling? Who do you feel empathy for in

this situation?

2. Shelly ends the call by saying she wants to stay out of it. What do you think Shelly’s
responsibility might be as a good digital citizen?
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INVESTIGATE EVIDENCE #3
PrincessAnnie002 ® @ [ 7( &

Gou accepted PrincessAnnie002's friend reques’D

PrincessAnnie002
Hey Gary! Thanks for accepting my friend request *;

| heard Andrew was really mean to you after you accidentally shot him in Call of
Aliens!

ﬁ Gamer_Gary23
Hey Annie... | know, it was a total accident but he seemed really mad... | haven't
stopped thinking about it - I've been feeling so upset and guilty.

PrincessAnnie002

| know what will cheer you up! My dad works at this super cool company that
gives away free Z-Box game consoles! Give me your address and phone number,
I'll get him to send you one!

ﬁ Gamer_Gary23
Really? That would be awesomell!
My address is 101 River Street Drive, and my phone number is 550-9986-440.

\_ /

1. From this interaction, do you trust Annie’s words? Do you think she has positive or
negative intentions?

2. When you meet other users online, it can be hard to identify who is trustworthy. What
are some indications of a bad actor you can look out for?

3. Do you think Gary has done anything wrong here? Should he give out his address and
phone number in order to receive Annie’s gift?
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KingAndrew001 is live
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Live Transcript

>> As you know, | was recently
disrespected on Call of Aliens by
Gamer_Gary23.

>> But of course, | always have a plan to
punish those who have wronged me!

>> | pretended to be “PrincessAnnie002”
to get his phone number and address...

>> The loser thinks he’s getting a free
Z-Box console, but he has another thing
coming!

>> So my loyal followers, | need you to
spam his phone and show up at his place
to scare him.

>> His address is 101 River Street Drive

>> His phone number 550-9986-440

>> Attack!!!

/

1. Now that Andrew has revealed that he tricked Gary into thinking “PrincessAnnie002"
was a real person, how does it change your perception of the previous conversation? Go
back and think about which questions you might answer differently.

2. How did Andrew's trickery escalate the situation beyond the initial accident in the

game?

3. Identify and discuss the impact doxxing and cyberstalking can have on a person.
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REPORTED BY:

INTERNET POLICE DEPARTMENT

Official Report

COMPLAINT AGAINST: Andrew "KingAndrew001”
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INCIDENT DESCRIPTION

It all started when T accidentally shot him while we were all playing Call
of Aliens online, and T apologised immediately but for some reason Andrew

seemed to be really mad about it.

I later learned he had posed as another user online called
"PrincessAnnie002” to get my personal information. fte then posted my
address and phone humber publicly and ordered his followers to attack me!

I have received 12,098 calls in the past week and had strangers knocking
oh my door and leaving things at my doorstep. I'm scared for my life and
feel anxious every time the doorbell rings now. I don't know what these

people waht to do to me. Even my parer\ts don’t know what to do.

/

1. While cyberbullying takes place online, it can have serious real world implications. Do

you know your local laws and the rights you have online?

2. What are some strategies you can use to protect your personal information online and

prevent it from being used to harm you?

3. Why do you think people engage in trickery and doxxing in online interactions?
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PROJECT WORK

Debate this statement: Tech companies should be responsible for making
the internet a safe space, not individuals or governments.

What should your project outcome look like?

Decide if you will be debating in support of tech companies, individuals, or the
government. Prepare and present your argument with strong evidence.
Tech companies can be any company that creates social media apps or online games.

Instructions and Questions to Consider:

1.Choose a side. Begin by deciding which side of the debate you will be on: tech
companies, individuals, or the government.

2.Research your side of the argument and gather evidence to support your position.
Consider using statistics, news articles, and expert opinions to back up your
claims.

3.What role should tech companies, individuals, or the government play in creating a
safe online environment?

4.What are the potential drawbacks or consequences of relying on tech companies,
individuals, or the government to make the internet a safe space?

5.How can tech companies, individuals, or the government work together to create a
safer online environment?

6.Prepare, practice, and present a compelling argument using your research.
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